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Local Attack Defense Configuration

About This Chapter

This chapter describes how to configure local attack defense to limit the rate of
packets reaching the CPU. This function protects device security and ensures
uninterrupted services.

8.1 Overview of Local Attack Defense
8.2 Licensing Requirements and Limitations for Local Attack Defense

8.3 Default Settings for Local Attack Defense

8.4 Configuring CPU Attack Defense
With the CPU attack defense function, the device limits the rate of packets sent to
the CPU to protect the CPU.

8.5 Configuring Attack Source Tracing

After attack source tracing is configured on a device, the device analyzes packets
sent to the CPU and sends logs or alarms to notify the administrator of the
potential attack packets so that the administrator can take protective measures.

8.6 Maintaining Local Attack Defense

8.7 Configuration Examples for Local Attack Defense
8.8 Troubleshooting Local Attack Defense

8.9 FAQ About Local Attack Defense

8.1 Overview of Local Attack Defense

Definition

Local attack defense protects the CPU of a device and prevents service interruption
caused by attacks from a large number of packets or malicious packets.

Device CPUs need to process a large number of packets including valid packets
and malicious attack packets on a network. The malicious attack packets
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overwhelm the CPUs, and thus affect services and cause a system breakdown. In
addition, excessive valid packets can also lead to high CPU usage, which degrades
the CPU's performance and interrupts services.

To ensure that the CPU can process services in a timely manner, the device
provides a local attack defense function. When a device is undergoing an attack,
this function ensures uninterrupted service transmission and minimizes the impact
on network services.

Basic Implementation

The device supports two types of local attack defense: CPU attack defense and
attack source tracing.

e The device can limit the rate of all packets sent to the CPU to protect the
CPU.

a. The device provides hierarchical device protection:

®  Level 1: The device filters invalid packets sent to the CPU using
blacklists.

= Level 2: The device limits the rate of packets sent to the CPU based
on the protocol type to prevent excess packets of a protocol from
being sent to the CPU.

" Level 3: The device schedules packets sent to the CPU based on
priorities of protocol packets to ensure that packets with higher
protocol priorities are processed first.

" Level 4: The device uniformly limits the rate of packets with the same
priority sent to the CPU and randomly discards the excess packets to
protect the CPU.

b. When the device detects setup of a Telnet, SSH. HTTP, FTP, or BGP
session, ALP is enabled to protect the session. The packets matching
characteristics of the session are sent at a high rate; therefore, reliability
and stability of session-related services are ensured.

e The attack source tracing function protects the CPU against Denial of Service
(DoS) attacks. The device enabled with attack source tracing analyzes packets
sent to the CPU, collects statistics on the packets, and sets a rate threshold for
the packets. The device considers excess packets as attack packets. The device
finds the source user address or source interface of the attack by analyzing
the attack packets and generates logs or alarms. Accordingly, the network
administrator can take measures to defend against the attacks, for example,
discarding packets from the attack source.

Attack source tracing involves four processes shown in Figure 8-1: packet
parsing, traffic analysis, attack source identification, log & alarm generation
as well as taking punish actions.
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Figure 8-1 Attack source tracing processes
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The device locates the attack source, and the network administrator limits the
rate of packets sent from the attack source by configuring ACLs or blacklists
to protect the CPU.

8.2 Licensing Requirements and Limitations for Local
Attack Defense

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Local attack defense is a basic feature of the router and is not under license
control.

Feature Limitations

None

8.3 Default Settings for Local Attack Defense

Table 8-1 and Table 8-2 list the default settings for local attack defense. The
default settings can be modified as required.
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Table 8-1 Default settings for CPU attack defense

Parameter

Default Setting

CPU attack defense policy

CPU attack defense policy named
default

Blacklist

None

Rate limiting and protocol priority

The CPU attack defense policy limits
the rates of different types of packets
sent to the CPU, and the default rate
and priority are the same as those in
the default policy. To view the default
rate and priority settings, run the
display cpu-defend configuration
command.

Rate limiting

e ART00&AR120&AR150&ART60&AR2
00 series: 1000pps

e AR1200 series, AR2201-48FE,
AR2202-48FE, AR2204-27GE,
AR2204-27GE-P, AR2204-51GE-P,
AR2204-51GE-R, AR2204E,
AR2204-51GE, AR2204E-D, and
AR2204: 1000pps

e AR2220, AR2220L, and AR2220E:
1500pps

e AR2204XE and AR2204XE-DC:
2000pps

e For the AR2240 and AR3260, the
rate limit for all packets sent to the
CPU depending on different SRUs.

- SRU40 and SRU60: 1500pps
- SRUB80 and SRU1T00E: 2000pps

- SRU200, SRU200E, and SRU400:
2500pps

e AR2240C: 1500pps
e For the AR3600: 2500pps
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Parameter

Default Setting

Rate limits used after ALP is enabled

The default rate limit of SSH, Telnet,
SSHv6, Telnetve, HTTP, FTP, IKE, or
BGP packets.

e SSH: 512 pps

e Telnet: 512 pps

e SSHv6: 512 pps

e Telnetv6: 512 pps
e HTTP: 512pps

e FTP: 1024pps

o |KE: 128pps

e BGP: 512pps

Modified the default rate limit used
the application-apperceive command.

Table 8-2 Default configuration for attack source tracing

Parameter

Default Setting

Attack defense policy

Attack defense policy named default

Automatic attack source tracing

Disabled

Threshold for attack source tracing

128 pps

Attack source tracing mode

Attack source tracing based on source
MAC addresses, source IP addresses, or
a combination of source ports and
VLANSs

Types of traced packets

ARP, DHCP, ICMP, IGMP, Telnet, TCP,
and TTL-expired packets

tracing

Alarm function for attack source Disabled
tracing
Alarm threshold for attack source 128 pps
tracing
Punish function for attack source Disabled

8.4 Configuring CPU Attack Defense

With the CPU attack defense function, the device limits the rate of packets sent to

the CPU to protect the CPU.
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Pre-configuration Tasks

Before configuring CPU attack defense, complete the following tasks:

e Connect interfaces and set physical parameters for the interfaces to ensure
that the physical status of the interfaces is Up.

e Configure an ACL for blacklist, if necessary.

Configuration Procedure

Before configuring CPU attack defense, create an attack defense policy. The other
tasks can be performed in any sequence and can be selected as required. An
attack defense policy takes effect only after it is applied to an object. There is no
limitation on when the attack defense policy is applied.

8.4.1 Creating an Attack Defense Policy

Context

Procedure

Step 1

Step 2

Step 3

Before configuring the local attack defense function, you must create an attack
defense policy.

(11 NOTE

The attack defense policy does not take effect for protocol packets sent from 3G cellular
interfaces to the CPU of the MPU.

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

An attack defense policy is created and the attack defense policy view is displayed.

The device supports a maximum of 19 attack defense policies, including the
default attack defense policy. By default, the default attack defense policy is
applied to all boards and cannot be deleted or modified. The other 18 policies can
be modified or deleted.

(Optional) Run description text
The description of the attack defense policy is configured.
By default, an attack defense policy does not have a description.

----End

8.4.2 Configuring a Blacklist

Context

A blacklist is a group of users with particular characteristics. The device discards
packets from users in the blacklist. You can apply an ACL to a blacklist.
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Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run cpu-defend policy policy-name
The attack defense policy view is displayed.
Step 3 Run blacklist blacklist-id acl acl-number
A blacklist is created.
A maximum of eight blacklists can be configured on the device.

The ACL applied to a blacklist can be a basic ACL, an advanced ACL, or a Layer 2
ACL. For details on how to create an ACL, see 5 ACL Configuration.

By default, no blacklist is configured on the device.

--—-End

8.4.3 Configuring Dynamic CPCAR Adjustment

Context

When CPCAR values are manually set, a device cannot immediately control the
rate of packets sent to the CPU when undergoing an attack. As a result, the CPU
usage exceeds the acceptable range and CPU performance degrades.

After dynamic CPCAR adjustment is configured, the device periodically checks CPU
usage, and automatically adjusts CPCAR values of protocol packets when the CPU
usage exceeds the specified upper threshold, reducing impact on the CPU.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run cpu-defend policy policy-name
The attack defense policy view is displayed.
Step 3 Run rate-adaption enable
Dynamic CPCAR adjustment is enabled.
By default, dynamic CPCAR adjustment is disabled.
Step 4 Run rate-adaption adjust-period period-value
The interval for checking CPU usage is set.
By default, the interval for checking CPU usage is 30 seconds.

Step 5 Run rate-adaption cpu-usage threshold low low-value high high-value
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The CPU usage thresholds are set. When the CPU usage exceeds the upper
threshold or falls below the lower threshold, the device automatically adjusts the
CPCAR values.

By default, the lower threshold is 65% and the upper threshold is 85%.
Step 6 Run rate-adaption adjust-step step-value

The dynamic CPCAR adjustment step is set.

By default, the dynamic CPCAR adjustment step is 20%.
Step 7 (Optional) Run rate-adaption exception packet-type packet-type

The protocols excluded from dynamic CPCAR adjustment are specified. The CPCAR
values for these protocols are not dynamically adjusted.

By default, the CPCAR values for all protocol packets are dynamically adjusted.
----End

8.4.4 Configuring the Rate Limit for Packets Sent to the CPU

Context
The device applies different rate limits to packets of different types or discards
packets of a specified type to protect the CPU.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run cpu-defend policy policy-name
The attack defense policy view is displayed.

Step 3 Configure a rate limit for packets sent to the CPU.
e Run packet-type packet-type rate-limit rate-value
The rate limit for packets sent to the CPU is set. Excess packets are discarded.
e Run deny packet-type packet-type
The device is configured to discard packets of a specified type sent to the
CPU. That is, the rate limit for packets sent to the CPU is 0.

By default, the device applies the rate limit defined in the default attack defense
policy to limit the packets sent to the CPU.

--—-End

8.4.5 Setting the Priority for Packets of a Specified Protocol

Context

After an attack defense policy is created, set priorities of protocol packets in the
attack defense policy so that packets with higher priorities are processed first.

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 567



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 8 Local Attack Defense Configuration

Procedure

Step 1

Step 2

Step 3

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

The attack defense policy view is displayed.

Run packet-type packet-type priority priority-level

The priority for packets of a specified protocol sent to the CPU is set.

By default, the priority defined in the default attack defense policy is used for
packets of a specified protocol sent to the CPU.

--—-End

8.4.6 Configuring ALP

Context

Procedure

Step 1

Step 2

Step 3

Step 4

Active link protection (ALP) protects session-based application layer data,
including data of SSH sessions, Telnet sessions, SSHv6 sessions, Telnetv6 sessions,
HTTP sessions, IKE sessions, BGP sessions, and FTP sessions to ensure
uninterrupted services when attacks occur.

The rate limit for packets after ALP is enabled can be set in the attack defense
policy view and applied to the LPU or MPU with attack defense policy. The cpu-
defend application-apperceive command enables the ALP function.

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

The attack defense policy view is displayed.

(Optional) Run cpu-defend application-apperceive [ ssh | telnet | sshv6 |
telnetv6 | bgp | ftp | http | ike ] enable

ALP is enabled.

By default, ALP is enabled for SSH, Telnet, SSHv6, Telnetv6, FTP, BGP, IKE, and
HTTP.

L] NOTE
V200R010C10 and later versions support the ike parameter.

Run application-apperceive packet-type { ssh | telnet | sshv6 | telnetv6 | bgp |
ftp | http | ike } rate-limit rate-value

The rate limit for SSH packets, Telnet packets, SSHv6 packets, Telnetv6 packets,
HTTP packets, BGP packets, IKE packets, or FTP packets is set.
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By default, the rate limit for SSH packets, Telnet packets, SSHv6 packets, Telnetv6
packets, HTTP packets, BGP packets is 512 pps, the rate limit for IKE packets is 128
pps, and the rate limit for FTP packets is 1024 pps.

(11 NOTE

If this command is not configured, the default rate limit specified by application-
apperceive is applied to SSH, Telnet, SSHv6, Telnetv6, HTTP, FTP, IKE, or BGP packets.

After ALP is configured for FTP packets, it also takes effect for TFTP packets.
V200R010C10 and later versions support the ike parameter.

--—-End

8.4.7 Configuring the Rate Limit for All Packets Sent to the
CPU

Context
After an attack defense policy is created, set the rate limit for all packets sent to
the CPU in the attack defense policy. The device uniformly limits the rate of
packets with the same priority sent to the CPU and randomly discards the excess
packets to protect the CPU.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run cpu-defend policy policy-name
The attack defense policy view is displayed.
Step 3 Run rate-limit all-packets pps pps-value
The rate limit for all packets sent to the CPU is set.

By default, the rate limit for all packets sent to the CPU is as follows:
o AR1T00&AR120&AR150&AR160&AR200 series: 1000pps

e  AR1200 series, AR2201-48FE, AR2202-48FE, AR2204-27GE, AR2204-27GE-P,
AR2204-51GE-P, AR2204-51GE-R, AR2204E-D, AR2204E, and AR2204: 1000pps

e  AR2220, AR2240C: 1500pps
e AR2204XE, and AR2204XE-DC: 2000pps

e  For the AR2240 and AR3260, the rate limit for all packets sent to the CPU
depending on different SRUs.

- SRU40: 1500pps

- SRUB80 and SRUT00E: 2000pps

- SRU200, SRU200E, and SRU400: 2500pps
e AR3600: 2500pps

--—-End
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8.4.8 Applying an Attack Defense Policy

Context

After an attack defense policy is created, you must apply the attack defense policy
to the SRU or all LAN-side interface cards in the system view, or specified LAN-
side interface cards. Otherwise, the attack defense policy does not take effect.

(1 NOTE

e |If the attack defense policy is applied to a LAN-side interface card or SRU, the policy
takes effect for only the packets sent to the CPU of the LAN-side interface card or SRU.

e If the LAN-side interface card and SRU both support attack defense policy, you are
advised to apply an attack defense policy to both of them.

e |If the attack defense policy is applied to a LAN-side interface card or SRU, the policy
takes effect for only the packets sent to the CPU of the LAN-side interface card or SRU.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run cpu-defend-policy policy-name [ global | slot slot-id ]
The attack defense policy is applied.
----End

8.4.9 Verifying the CPU Attack Defense Configuration

Procedure

e Run the display cpu-defend policy [ policy-name ] command to check the
attack defense policy.

e Run the display cpu-defend statistics [ packet-type packet-type] command
to check statistics on packets sent to the CPU.

e Run the display cpu-defend configuration [ packet-type packet-type] { all |
slot slot-id | sru } command to check the rate limits for protocol packets sent
to the CPU.

e Run the display cpu-defend rate-adaption statistics [ packet-type packet-
type ] command to check statistics on packet rate after CPCAR settings are
dynamically adjusted.

--—-End

8.5 Configuring Attack Source Tracing

After attack source tracing is configured on a device, the device analyzes packets
sent to the CPU and sends logs or alarms to notify the administrator of the
potential attack packets so that the administrator can take protective measures.
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Pre-configuration Tasks

Before configuring attack source tracing, connect interfaces and set physical
parameters for the interfaces to ensure that the physical status of the interfaces is
Up.

Configuration Procedure

To configure attack source tracing, you must create an attack defense policy. All
other configuration tasks are optional and are not listed in sequence. An attack
defense policy takes effect only after it is applied to an object. There is no
limitation on when the attack defense policy is applied.

8.5.1 Creating an Attack Defense Policy

Context

Procedure

Step 1

Step 2

Step 3

Before configuring the local attack defense function, you must create an attack
defense policy.

(11 NOTE

The attack defense policy does not take effect for protocol packets sent from 3G cellular
interfaces to the CPU of the MPU.

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

An attack defense policy is created and the attack defense policy view is displayed.

The device supports a maximum of 19 attack defense policies, including the
default attack defense policy. By default, the default attack defense policy is
applied to all boards and cannot be deleted or modified. The other 18 policies can
be modified or deleted.

(Optional) Run description text
The description of the attack defense policy is configured.

By default, an attack defense policy does not have a description.

--—-End

8.5.2 Configuring the Threshold for Attack Source Tracing

Context

Attackers may send a large number of packets to attack network devices' CPUs.
You can configure attack source tracing and set an alarm threshold for attack
source tracing so that the device can analyze packets sent to the CPU. If the
number of protocol packets sent from an attack source in a specified period
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Procedure

Step 1

Step 2

Step 3

Step 4

exceeds the alarm threshold, the device sends logs or alarms to notify the
administrator so that the administrator can take measures to prevent attacks.

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

The attack defense policy view is displayed.

Run auto-defend enable

Attack source tracing is enabled.

By default, attack source tracing is disabled.

Run auto-defend threshold threshold

The checking threshold for attack source tracing is set.
By default, the checking threshold for attack source tracing is 128 pps.
----End

8.5.3 Configuring an Attack Source Tracing Mode

Context

Procedure

Step 1

Step 2

Step 3

Step 4

After attack source tracing is enabled, you need to set a mode in which the device
traces attack sources. The device supports the following attack source tracing
modes:

e Source IP address-based tracing: prevents Layer 3 attack packets.

e Source MAC address-based tracing: prevents Layer 2 attack packets with a
fixed source MAC address.

e Tracing based on a combination of source port and VLAN: prevents Layer 2
attack packets with different source MAC addresses.

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

The attack defense policy view is displayed.
Run auto-defend enable

Attack source tracing is enabled.

By default, attack source tracing is disabled.

Run auto-defend trace-type { source-ip | source-mac | source-portvlan }
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The attack source tracing mode is specified.

By default, the device traces attack sources based on source MAC addresses,
source IP addresses, and a combination of source ports+VLANSs.

(11 NOTE

By default, all the three attack source tracing modes take effect. If only one attack source
tracing mode is needed, run the undo auto-defend trace-type command to delete the
unnecessary attack source tracing modes. If the unnecessary modes are not deleted, the
involved interface will be set to Down and services on the interface will become unavailable.

--—-End

8.5.4 Configuring the Types of Traced Packets

Context

Procedure

Step 1

Step 2

Step 3

Step 4

When an attack occurs, the device traces packets of all types, and the
administrator cannot identify the type of attack packets. You can specify the types
of packets that the device traces.

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

The attack defense policy view is displayed.
Run auto-defend enable

Attack source tracing is enabled.

By default, attack source tracing is disabled.

Run auto-defend protocol { all | { arp | dhcp | icmp | igmp | ospf | tcp | telnet |
ttl-expired } " }

The type of traced packets is specified.

By default, the device traces sources of ARP, DHCP, ICMP, IGMP, OSPF, TCP, Telnet,
and TTL-expired packets in attack source tracing.

--—-End

8.5.5 Configuring Event Reporting Function

Context

This function sends an event report to the administrator when the rate of packets
of a specified protocol sent by an attack source exceeds the configured threshold,
so that the administrator can take measures in time to protect the device.
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Procedure

Step 1

Step 2

Step 3

Step 4

8.5.6 Configuring Attack Source Punish Actions

Context

Procedure

Step 1

Step 2

Step 3

Step 4

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

The attack defense policy view is displayed.
Run auto-defend enable

Attack source tracing is enabled.

By default, attack source tracing is disabled.

Configure the event reporting function for attack source tracing.

1.  Run auto-defend alarm enable

The event reporting function for attack source tracing is enabled.

By default, the event reporting function for attack source tracing is disabled.

2.  Run auto-defend alarm threshold tAreshold

The event reporting threshold for attack source tracing is set.

By default, the event reporting threshold for attack source tracing is 128 pps.

--—-End

After you configure punish actions on a device, the device discards packets sent

from the attacker to prevent attacks.

Run system-view

The system view is displayed.

Run cpu-defend policy policy-name

The attack defense policy view is displayed.
Run auto-defend enable

Attack source tracing is enabled.

By default, attack source tracing is disabled.
Run auto-defend action deny [ timer time-length ]
The punish function is enabled.

By default, the punish function is disabled.
----End
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8.5.7 Applying an Attack Defense Policy

Context

After an attack defense policy is created, you must apply the attack defense policy
to the SRU or all LAN-side interface cards in the system view, or specified LAN-
side interface cards. Otherwise, the attack defense policy does not take effect.

(11 NOTE

If the attack defense policy is applied to a LAN-side interface card or SRU, the policy takes
effect for only the packets sent to the CPU of the LAN-side interface card or SRU.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run cpu-defend-policy policy-name [ global | slot slot-id ]
The attack defense policy is applied.

--—-End

8.5.8 Verifying the Attack Source Tracing Configuration

Procedure

e Run the display auto-defend attack-source [ detail ] command to check
attack sources on the SRU.

e Run the display auto-defend configuration [ cpu-defend policy policy-
name ] command to check the configuration of attack source tracing in an
attack defense policy.

e Run the display cpu-defend policy [ policy-name] command to check the
attack defense policy.

--—-End

8.6 Maintaining Local Attack Defense

8.6.1 Clearing Attack Source Information

Context

Before collecting updated statistics on attack sources, run the following command
in the user view to clear the existing statistics.
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NOTICE

The cleared attack source information cannot be restored. Exercise caution when
you use the command.

Procedure

Step 1 Run the reset auto-defend attack-source command to clear information about
the attack sources on the main control board.

--—-End

8.6.2 Clearing Statistics About Packets Sent to the CPU

Context

Before collecting updated statistics on packets sent to the CPU, run the following
command in the user view to clear the existing statistics.

NOTICE

The cleared statistics cannot be restored. Exercise caution when you use the
command.

Procedure

Step 1 Run the reset cpu-defend statistics [ packet-type packet-type ] command to
clear statistics about packets sent to the CPU.

--—-End

8.7 Configuration Examples for Local Attack Defense

8.7.1 Example for Configuring Local Attack Defense

Networking Requirements

As shown in Figure 8-2, users on different LANs access the Internet through
RouterA. To locate attacks on RouterA, attack source tracing needs to be
configured to trace the attack source. The following situations occur:

e Auser on Net1 frequently initiates attacks to RouterA.

e The attacker sends a large number of ARP Request packets, degrading CPU
performance.

e The administrator needs to upload files to RouterA using FTP. An FTP
connection between the administrator's host and RouterA needs to be set up.
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e Most LAN users obtain IP addresses using DHCP, whereas RouterA does not
first process dhcp-client packets sent to the CPU.

e The Telnet server is not enabled on the RouterA, whereas RouterA often
receives a large number of Telnet packets.

Configurations need to be performed on RouterA to solve the preceding problems.

Figure 8-2 Networking diagram for configuring local attack defense

Configuration Roadmap
The configuration roadmap is as follows:

1. Configure a blacklist and add attackers on Net1 to the blacklist to prevent
users on Net1 from accessing the network.

2. Configure the rate limit for ARP Request packets sent to the CPU to ensure
that the CPU can process normal services.

3. Configure active link protection (ALP) for FTP so that file data can be
transmitted between the administrator's host and RouterA.

4. Configure a high priority for dhcp-client packets so that RouterA first
processes dhcp-client packets sent to the CPU.

5. Disable the Telnet server on the RouterA so that RouterA discards all received
Telnet packets.

Procedure

Step 1 Configure an ACL to be referenced by the blacklist.

<Huawei> system-view

[Huawei] sysname RouterA

[RouterA] acl number 4001

[RouterA-acl-L2-4001] rule 5 permit source-mac 0001-c0a8-0102
[RouterA-acl-L2-4001] quit

Step 2 Create an attack defense policy.
[RouterA] cpu-defend policy devicesafety
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Step 3 Configure the alarm threshold for attack source tracing.
[RouterA-cpu-defend-policy-devicesafety] auto-defend enable
[RouterA-cpu-defend-policy-devicesafety] auto-defend threshold 50

Step 4 Configure a blacklist.

[RouterA-cpu-defend-policy-devicesafety] blacklist 1 acl 4001

Step 5 Configure the rate limit for ARP Request packets sent to the CPU.
[RouterA-cpu-defend-policy-devicesafety] packet-type arp-request rate-limit 64

Step 6 Configure the rate limit for FTP packets after ALP is enabled.
[RouterA-cpu-defend-policy-devicesafety] application-apperceive packet-type ftp rate-limit 2000

Step 7 (Optional) Set the attack source tracing mode.

[RouterA-cpu-defend-policy-devicesafety] auto-defend trace-type source-mac
[RouterA-cpu-defend-policy-devicesafety] undo auto-defend trace-type source-ip source-portvlan

(1 NOTE

By default, all the three attack source tracing modes take effect. If only one attack source
tracing mode is needed, run the undo auto-defend trace-type command to delete the
unnecessary attack source tracing modes. If the unnecessary modes are not deleted, the
involved interface will be set to Down and services on the interface will become
unavailable.

Step 8 Set the priority of dhcp-client packets.
[RouterA-cpu-defend-policy-devicesafety] packet-type dhcp-client priority 3
[RouterA-cpu-defend-policy-devicesafety] quit

Step 9 Apply the attack defense policy.

# Enable ALP for FTP.

[RouterA] cpu-defend application-apperceive ftp enable

# Apply the attack defense policy to the main control board.

[RouterA] cpu-defend-policy devicesafety

Step 10 Disable the Telnet server.

[RouterA] undo telnet server enable

(1 NOTE

You do not need to disable application layer association. The Router discards all received
Telnet packets after the Telnet server is disabled on the Router.

Step 11 Verify the configuration.

# View information about the configured attack defense policy.

[RouterA] display cpu-defend policy devicesafety
Related slot : <0>
BlackList Status :
Slot<0> : Success
Configuration :
Blacklist 1 ACL number : 4001
Packet-type arp-request rate-limit : 64(pps)
Packet-type dhcp-client priority : 3
Rate-limit all-packets : 2000(pps) (default)
Application-apperceive packet-type ftp : 2000(pps)
Application-apperceive packet-type tftp : 2000(pps)

# View the rate limit configuration on the main control board. You can see that
application layer association for Telnet is configured successfully and the rate limit
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for ARP Request packets sent to the CPU and the priority for dhcp-client packets

are set successfully.

<Huawei> display cpu-defend configuration sru

Rate configurations on main board.

Packet-type Status Rate-limit(PPS) Priority
8021X Disabled 160 2
arp-miss Enabled 64 2
arp-reply Enabled 128 2
arp-request Enabled 64 2
bfd Disabled 512 4
bgp Enabled 256 3
bgp4plus Enabled 256 3
capwap Enabled 512 1
dhcp-client Enabled 128 3
telnet-server Disabled 128 4
ttl-expired Enabled 256 1
udp-helper Disabled 32 2
unknown-multicast Enabled

unknown-packet Enabled 256

voice Enabled 256 4
vrrp Disabled 256 3
wapi Enabled 1024 2
x25 Enabled 4096 1

# The log about attack source tracing of Net1 indicates that attack source tracing

has taken effect.

Dec 18 2010 09:55:50-05:13 device %%01SECE/4/USER_ATTACK(l) [0]:User attack
occurred.(Slot=MPU, SourceAttackinterface=Ethernet2/0/1, OuterVlan/
InnerVIlan=0/0, UserMacAddress=0001-c0a8-0102, AttackPackets=48 packets per

second)

# View the statistics on packets sent to the SRU. The discarded packets indicate
that the rate limit is set for ARP Request packets.

<Huawei> display cpu-defend statistics

Packet Type Pass Packets

Drop Packets

8021X 0
arp-miss 5
arp-reply 8090
arp-request 1446576
bfd 0

bgp 0
bgp4plus 0
dhcp-client 879
dhcp-server 0
dhcpv6-reply 0
dhcpv6-request 0

dns 4 0
fib-hit 0 0

fr 0 0
ftp-client
ftp-server
udp-helper 0
unknown-multicast 0
unknown-packet 66146
voice 0

vrrp 0 0

127773

--—-End
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Configuration Files

Configuration files on RouterA

#

sysname RouterA

#

acl number 4001

rule 5 permit source-mac 0001-c0a8-0102
#

cpu-defend policy devicesafety

blacklist 1 acl 4001

packet-type arp-request rate-limit 64
packet-type dhcp-client priority 3
application-apperceive packet-type ftp rate-limit 2000
auto-defend enable

auto-defend threshold 50

#

cpu-defend-policy devicesafety

#

return

8.8 Troubleshooting Local Attack Defense

8.8.1 Attack Source Tracing Does Not Take Effect

Fault Description

Attack source tracing does not take effect after attack source tracing is configured.

Common Causes

Possible causes are as follows:
e The attack defense policy is not applied to the correct SRU.
e The checking threshold for attack source tracing is large.

Procedure

Step 1 Determine the attacked target.

1. Run the display cpu-usage command to check CPU usage of the SRU to
check whether the SRU has been attacked.

2. If the SRU has been attacked, go to the next step.
Step 2 Determine whether the attack defense policy configured with attack source tracing
is applied to the attacked LPU or main control board.

1. Run the display this command in the system view to check whether the cpu-
defend-policy command has been configured.

2. Or run the display auto-defend configuration command to check the name
of the attack defense policy and the slot ID to which the policy is applied.

3. If the policy is not configured, run the cpu-defend-policy command in the
system view to configure the policy. If the policy is configured, go to the next
step.
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Step 3 Check whether the checking threshold for attack source tracing is large.

Run the display auto-defend configuration command to check the value in the
auto-defend threshold field. If the value is large, run the auto-defend threshold
command in the attack defense policy view to reduce the value.

--—-End

8.8.2 The Blacklist Does Not Take Effect

Fault Description

The configured blacklist does not take effect.

Common Causes

Possible causes are as follows:
e Packets do not match the rules in the blacklist.
e ACL resources are insufficient.

Procedure

Step 1 Run the display cpu-defend policy policy-name command to check the attack
defense policy.

Step 2 Check the ACL of the blacklist in the displayed attack defense policy information,
and run the display acl acl-number command to check whether service packets
match the ACL rule.

Step 3 If service packets do not match the ACL rule, run the rule command in the ACL
view to modify the ACL rule. If service packets match the ACL rule, the blacklist
may fail to be applied because ACL resources are insufficient.

--—-End

8.9 FAQ About Local Attack Defense

8.9.1 What Can | Do with Excess ACL Rules Used by a Blacklist
in Local Attack Defense?

Excess ACL rules used by a blacklist do not take effect.

8.9.2 How Do | Configure CPCAR?

Perform the following operations to configure Control Plane Committed Access
Rate (CPCAR):

e Run the cpu-defend policy policy-name command to create an attack
defense policy.

e Run the packet-type packet-type rate-limit rate-value command to set the
rate limit for packets sent to the CPU.
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e Run the cpu-defend-policy policy-name [ global | slot slot-id] command to
apply the attack defense policy.
8.9.3 Why Does the CPCAR Rate Limit Configuration Not Take
Effect?

The CPU committed access rate (CPCAR) is configured in the attack defense policy
view. The CPCAR takes effect only when the attack defense policy is applied on the
main control board or interface board on the local area network (LAN) side.
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